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»Exploring LLMs Capabilities for Password Generation*

Passwords remain the most widely used method for securing digital accounts, yet users often struggle to
create ones that are both strong and compliant with security policies. This leads to weak passwords,
reuse, and poor adherence to industry standards. Large Language Models (LLMs) such as ChatGPT,
Gemini, and LLaMA offer a new approach to password generation. This study investigates how LLMs can
create secure, memorable, and policy-compliant passwords across various domains like banking,
education, social media, and e-commerce. Structured prompt engineering, along with two widely-used
password strength assessment tools zxcvbn and FuzzyPSM are employed to evaluate the complexity,
randomness, and memorability of passwords generated by LLMs. The results indicate that well-designed
prompts enable LLMs to produce high-quality passwords that meet modern security requirements. In
addition, an analysis of hardcoded passwords found in public GitHub repositories provides insight into
real world practices, compliance issues, and potential vulnerabilities. The findings suggest that with
appropriate prompting, LLMs can be valuable tools for enhancing password generation and security
practices.
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